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lo a l i a t ion  o f  t e  microe lect ron ics  suppl  c a in  as  
led  to  s ign i f icant  in terest  in  compre ens ive  ard are  
secur i t  so lut ions  in  recent  ears  ro ing  demand for  
secure  edge comput ing  and r t i f ic ia l  n te l l igence  

ard are  as  great l  accentuated t i s  in terest  n l i e  
sof t are  net or  or  in format ion  secur i t  ard are  
secur i t  so lut ions  are  genera l l  more  c a l leng ing due 
to   t e  s eer  comple i t  o f  s i l icon  c ips  and  vast  
and rap id l  evo lv ing  at tac  sur faces  due to  t e  vo lat i le  
nature  o f  t e  suppl  c a in  ence  t ere  i s  a  cr i t ica l  
need for  innovat ive  tec no log  to  automat ica l l   
ident i f  and anal e  d iverse  ard are  vu lnera i l i t ies  

 invest igate  lo cost  protect ion  approac es   
uant i f  t e  leve l  o f  t reats  i t  metr ics  and  

accurate l  p inpo int  t e  vu lnera le  par ts  o f  a  des ign  
i s t ing  commerc ia l  so lut ions  fa i l  to  meet  a l l  t ese  

re u i rements

is  i te  paper  in t roduces  a  modular  sof t are  
p lat form  nal  and one of  i t s  too ls  na l    to  
detect  and assess  ard are  secur i t  vu lnera i l i t ies  and 
at tac s  na l    can detect  severa l  c lasses  o f  
vu lnera i l i t ies at tac s  inc lud ing access  cont ro l  
v io lat ions  asset  lea age  and mal ic ious  log ic  or  

ac door  e  too l  su i te  i s  semi automated  and i ts  
capa i l i t ies  ave  een demonst rated on  open source  

 c ips
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W e  exa m i n e  a c c e s s  co nt ro l  v i o l a t i o n s  o n  a  sys t e m - o n - c h i p  
( S o C )  w i t h  H a rdwa r e  Ro ot  o f  T r u s t  ( H RoT )  a n d  a  p ro c e s s o r  I P.  
T h e  H RoT i s  a  m i n i m u m  s et  o f  h a rdwa r e  a n d  s of t wa r e  
i n t e n d e d  to  o ff e r  s e c u r i t y a s  s o o n  a s  t h e  sys t e m  i s  p ow e r e d  
o n .  I n  m o s t  c a s e s ,  H RoT i s  e m b e d d e d  i n  a n  S o C  co nt a i n i n g  
a n  a p p l i c at i o n  p ro c e s s o r ,  o n - c h i p  sys t e m  b u s ,  o n - c h i p  
m e m o r y ,  U S B  co n n e c t i v i t y ,  m e m o r y co nt ro l l e r ,  a n d  sys t e m  
co nt ro l l e r.  A ny i n t e r fa c e  co n n e c t i n g  t h e  H RoT to  t h e  r e s t  o f  
t h e  co m p o n e nt s  o f  t h e  S o C  m u s t  h av e  p ro p e r  a c c e s s  co nt ro l  
m e c h a n i s m s  i n  p l a c e  to  r e g u l a t e  a n d  m a n a g e  a c c e s s  to  t h e  
r e s o u r c e s  a n d  i n fo r m at i o n  s to r e d  w i t h i n  H RoT.  By 
i m p l e m e nt i n g  a u t h e nt i c at i o n  a n d  a u t h o r i z a t i o n  m e c h a n i s m s ,  
H RoT ’s  f u n c t i o n a l i t y  c a n  b e  p r ev e nt e d  f ro m  co r r u p t i o n  by 
m a l i c i o u s  i n p u t s  f ro m  t h e  ex t e r n a l  co m p o n e nt s  o f  t h e  S o C .  
Fu r t h e r m o r e ,  s u c h  s o l u t i o n s  w i l l  e n s u r e  s e n s i t i v e  
i n fo r m at i o n  s u c h  a s  d ev i c e -s p e c i fi c  e n c r y p t i o n  k eys  a n d  
ot h e r  c r i t i c a l  a s s et s  n ev e r  l e a ks  b eyo n d  t h e  H RoT b o u n d a r y.

Two  d i s t i n c t  b e h av i o rs  c a n  i n t ro d u c e  a c c e s s  co nt ro l  
v u l n e ra b i l i t y :  i n co r r e c t  p e r m i s s i o n s  p rov i d e d  to  a  u s e r  o r  a  
r e s o u r c e  by t h e  a d m i n i s t ra to r  o r  a  p ro g ra m ,  a n d  e r ro rs  i n  
t h e  m e c h a n i s m ’s  i m p l e m e nt at i o n  p ro h i b i t i n g  i t  f ro m  
e ff e c t i v e ly u p h o l d i n g  t h e  r e q u i r e d  a c c e s s  co nt ro l  
r e q u i r e m e nt s .

Fo r  h a rdwa r e ,  t h e  a c c e s s  co nt ro l  v u l n e ra b i l i t i e s  a r e  l i s t e d  i n  
CW E-2 8 4 :  I m p ro p e r A c c e s s  Co nt ro l .
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T h e  t h r e at s  to  S o C  a n d  I P a r e  m a ny a n d  g row i n g .  To  
i d e nt i f y s u c h  t h r e at s  a n d  d ev e l o p  co u nt e r m e a s u r e s ,  
u n d e rs t a n d i n g  t h e  u s a g e  of  t h e  S o C I P ,  t h e  a s s o c i a t e d  
t h r e at  m o d e l ,  a n d  w h at  a s s et s  to  p rot e c t  a r e  c r u c i a l .  T h i s  
c a n  b e  c h a l l e n g i n g  a s  S o Cs I Ps  a r e  u s e d  i n  m a ny p ro d u c t s  
t h at  a d d r e s s  d i ff e r e nt  m a r k et s .

A h a rdwa r e  s e c u r i t y a r c h i t e c t  a s s e s s i n g  a n  S o C  fo r  t h r e at  
a n d  v u l n e ra b i l i t y  ( p a r t i c u l a r ly w i t h  H RoT )  s h o u l d  b u i l d  a  
t h r e at  m o d e l b a s e d  o n  t h e  fo l l ow i n g  i n fo r m at i o n :

-  p e rat i n g  e nv i ro n m e nt  o f  t h e  sys t e m  u s i n g  t h e  S o C
-  As s et s  a s s o c i a t e d  w i t h  t h e  S o C
-  Ty p e  of  p o s s i b l e  a t t a c ks ,  l ev e l  o f  a c c e s s  o f  a  p ot e nt i a l  
a t t a c k e r ,  p o s s i b l e  a t t a c k  v e c to rs ,  r e s o u r c e s  o f  a n  a t t a c k e r ,  
a n d  i m p a c t  i f  t h e  sys t e m  i s  co m p ro m i s e d

T h e  t h r e at  a c to r  i n  t h e  a c c e s s  co nt ro l  s c e n a r i o  i n c l u d e s  
u n a u t h o r i z e d  u s e rs ,  m a l i c i o u s  i n s i d e rs ,  a n d  a t t a c k e rs  w h o  
m ay a t t e m p t  to  g a i n  u n a u t h o r i z e d  a c c e s s  to  t h e  S o C  d e s i g n  
a n d  t h e  s e n s i t i v e  d at a  s to r e d  w i t h i n  t h e  H RoT.  T h ey c a n  
l ev e ra g e  t h e  n et wo r k  a c c e s s  p o r t s ,  p hys i c a l ly a c c e s s  t h e  
sys t e m ,  o r  u s e  s of t wa r e - b a s e d  t h r e at s  a s  p ot e nt i a l  a t t a c k  
v e c to rs .

C o u nt e r m e a s u r e s  a n d  a n a lys i s  to o l s  to  d et e c t  t h e  a t t a c k  
co u l d  b e  d e s i g n e d  a c co rd i n g  to  t h e  t h r e at  m o d e l ,  a n d  t h e  
v u l n e ra b i l i t y  o f  t h e  i m p l e m e nt e d  p rot e c t i o n  m e c h a n i s m  c a n  
b e  f u r t h e r  a s s e s s e d .

T h i s  p ro c e s s  o f  d ev e l o p i n g  a  t h r e at  m o d e l e n a b l e s  t h e  
h a rdwa r e  s e c u r i t y a r c h i t e c t  to  d ev e l o p  s t ra t e g i e s  to  r e d u c e  
t h e  r i s k  o f  a  v i o l a t i o n .  .
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S e c u r i t y a n a lys i s  o f  S o C  a n d  p ro c e s s o r  I P d e s i g n s  r e q u i r e s  a  

g o o d  u n d e rs t a n d i n g  of  t h e  t h r e at  m o d e l .  P r ev e nt i n g  

m a l i c i o u s  a c to rs  f ro m  ex p l o i t i n g  S o C  a n d  I P v u l n e ra b i l i t i e s ,  

a n d  i n t ro d u c i n g  p o s t-sy nt h e s i s  co m p o n e nt s  i n  t h e  d e s i g n ,  i s  

c r i t i c a l .  Su c h  co m p o n e nt s  c a n  r e t a i n  t h e  d e s i g n ’s  i n t e n d e d  

b e h av i o r  w h i l e  a u g m e nt i n g  i t  w i t h  u n d e s i ra b l e  f e at u r e s  to  

h a m p e r f u n c t i o n a l i t y  o r  s i l e nt ly ex fi l t ra t e  d at a .  T h e  e a s e  a n d  

d et e c t a b i l i t y  o f  s u c h  v u l n e ra b i l i t i e s  a n d  m o d i fi c at i o n s  w h i l e  

co n s t a nt ly e d u c at i n g  o n  t h e  ra p i d ly ex p a n d i n g  t h r e at  

l a n d s c a p e  a r e  c h a l l e n g e s  t h e  h a rdwa r e  s e c u r i t y a r c h i t e c t  

s h o u l d  ov e r co m e .

T h e  A n a ly z™  p l a t fo r m  i s  a  s u i t e  o f  to o l s  d e s i g n e d  to  a l l ev i a t e  

t h e  a b ov e  c h a l l e n g e s .  I t  i n c l u d e s  to o l s ,  s u c h  a s  A n a ly z™ -  a n d  

A n a ly z™ - S ,  t h at  c a n  a l g o r i t h m i c a l ly eva l u at e   p r e -  a n d  

p o s t-sy nt h e s i s  d e s i g n s  fo r  s e c u r i t y v u l n e ra b i l i t i e s  a n d  s u g g e s t  

m e a s u r e s  to  m i t i g at e  p ot e nt i a l  t h r e at s .  T h e  A n a ly z™ -  

d i s cov e rs  s e c u r i t y v u l n e ra b i l i t i e s ,  z e ro e s- i n  o n  a t t a c k  v e c to rs ,  

a n d  g e n e rat e s  t h r e at  m i t i g at i o n  r e p o r t .  T h e  r e p o r t  g u i d e s  

d e s i g n e rs  to  i t e ra t i v e ly s t r e n g t h e n  t h e  ov e ra l l  s e c u r i t y o f  t h e  

c h i p  d e s i g n .  T h e  to o l  c a n  a l s o  b e  p l u g g e d  i n to  t h e  s e c u r i t y 

a n n ot at i o n  m et h o d o l o g y of  t h e  I E E E  P 4  s t a n d a rd .  T h e  

A n a ly z™ - S  e n a b l e s  t h e  h a rdwa r e  s e c u r i t y a r c h i t e c t   to  i d e nt i f y 

p ow e r a n d  e l e c t ro m a g n et i c  s i d e - c h a n n e l s  i n  t h e  

p o s t-sy nt h e s i s  d e s i g n .  T h e  to o l  c a n  a l s o  i d e nt i f y l e a k y p at h s  i n  

t h e  d e s i g n  .
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A b a d  a c to r  c a n  l ev e ra g e  t h e  h a rdwa r e  d e s i g n  a n d  

i n t e g rat i o n  p h a s e  to  m o d i f y t h e  l o g i c  a n d  g i v e  ot h e r  S o C  

co m p o n e nt s  a c c e s s  to  t h e  d at a  f ro m  H RoT.  A n a ly z- ™  i s  a  

s of t wa r e  p a c ka g e  t h at  d i s cov e rs  s e c u r i t y v u l n e ra b i l i t i e s  i n  

S o C  of  I P d e s i g n s ,  w h i c h  c a n  l e a d  to  a c c e s s  co nt ro l  

v i o l a t i o n s .  T h e  w e a k n e s s e s  t h at  e n a b l e  s u c h  v i o l a t i o n s  a r e  

n ot  a lways  ev i d e nt  a t  t h e  R e g i s t e r  T ra n s f e r  ev e l  ( RT )  o r  

g at e  l ev e l .  Fu r t h e r m o r e ,  t h e  t e s t  a n d  d e b u g  i n f ra s t r u c t u r e  a t  

t h e  sy nt h e s i z e d  l o g i c  l ev e l  c a n  i n t ro d u c e  a d d i t i o n a l  

v u l n e ra b i l i t i e s .  By wo r k i n g  w i t h  t h e  RT  o r  sy nt h e s i z e d  ( g at e  

l ev e l )  n et l i s t ,  A n a ly z- ™  c a n  eva l u at e  t h e  d e s i g n  fo r  

w e a k n e s s  a n d  ev e n  r ewo r k  t h e  l o g i c  to  b e  f u n c t i o n a l ly 

i d e nt i c a l  b u t  m o r e  i m m u n e  to  p ot e nt i a l  a t t a c ks .

A n a ly z- ™  t a k e s  a s  i n p u t  t h e  RT  o r  g at e  l ev e l  n et l i s t  a n d  

d e s i g n  l i b ra r y to  i d e nt i f y a ny v i o l a t i o n s  o f  s e c u r i t y 

p ro p e r t i e s  d e r i v e d  f ro m  a s s et  i d e nt i fi c at i o n  a n d  t h e  t h r e at  

m o d e l .  T h e  to o l  u s e s  p ro p r i e t a r y a l g o r i t h m s  to  a n a ly z e  t h e  

d e s i g n  fo r  p ot e nt i a l  w e a k n e s s e s  a n d  m a l i c i o u s  l o g i c  a t  t h e  

p r e -s i l i co n  d e s i g n  a n d  v e r i fi c at i o n  s t a g e .  T h i s  i s  s h ow n  i n  

F i g u r e  .  As  s u c h ,  d e s i g n e rs  c a n  p r ev e nt  v u l n e ra b i l i t i e s  

b e fo r e  m a n u fa c t u r i n g  a n d  d e p l oy m e nt .
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Capabi l i t ies :

 e t e c t  As s et s  i n  a n  I P a n d  S o C

 e n e rat e  S e c u r i t y As s e r t i o n s  fo r  a n  I P a n d  S o C

F i g u r e  :  T h e  Wo r k ow of  A n a ly z™-N

A n a ly z™  -   c a n  b e  i n t e g rat e d  w i t h  co m m e r c i a l  S i m u l ato r  

o r  E m u l ato r  fo r  fi n e - g ra i n e d  a n a lys i s  o f  s e c u r i t y 

v u l n e ra b i l i t i e s  i n  S o C  m o d u l e s .  Fu r t h e r m o r e ,  o u r  to o l  c a n  

i d e nt i f y i s o l a t e d  r e g i o n s  i n  t h e  d e s i g n  w h i c h  co u l d  a ff e c t  

p e r fo r m a n c e .  T h e  ex t e n d e d  wo r k ow i s  s h ow n  i n  F i g u r e  2 .

 A n a ly z- ™  c a n  d et e c t  d e s i g n  aws  a n d  m a l i c i o u s  
l o g i c b a c kd o o r

 Id e nt i f y T r i g g e r  e c to rs  o f  u l n e ra b i l i t i e s

 T h r e at  i t i g at i o n  R e p o r t
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A N A LY Z - N ™  N  C O E R C A L  E A  F L O W

F i g u r e  2 :  T h e  Wo r k ow of  A n a ly z™  -   w i t h  co m m e r c i a l  

s i m u l ato rs


